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Abstract. In this paper, the reliable robust H∞ control problem is investigated for a
class of uncertain discrete-time networked systems with network-induced delays and si-
multaneous consideration of multiple sensors and actuators failures. The failure rate for
each individual sensor/actuator is described by an individual random variable satisfying
a certain probabilistic distribution in the interval [0, θ] (θ ≥ 1). Attention is focused on
the analysis and design of a reliable controller such that the closed loop control system
is stable in the mean-square sense and preserves a guaranteed H∞ performance index in
the presence of network-induced delays, stochastic faults of multiple sensors and actua-
tors. A sufficient condition is obtained for the existence of admissible controller by using
Lyapunov functional method, and the cone complementarity linearization algorithm is
employed to cast the controller design problem into a sequential minimization one sub-
ject to linear matrix inequalities. Moreover, the control design method is further extended
to more general cases, where the system matrices of the considered plant contain param-
eter uncertainties, represented in either norm-bounded or polytopic frameworks. Finally,
a simulation example is provided to illustrate the effectiveness of the proposed method.
Keywords: Networked systems, Stochastic sensor faults, Stochastic actuator faults,
Reliable control, Mean square stability, Linear matrix inequality (LMI)

1. Introduction. Networked control system (NCS) has a relatively new system struc-
ture in which the control loop is closed through a shared communication network [1].
Nowadays, networked control systems (NCSs) have gained a great deal of research at-
tention in both theoretical analysis and practical engineering applications for their great
advantages over traditional systems such as low cost, reduced weight and power require-
ments and simple installation and maintenance. However, the insertion of communication
networks in the feedback control loop makes the analysis and design of NCSs difficult.
This is because the communication networks, sometimes, are unreliable and may be sub-
ject to undesirable packet losses and network-induced delays, which may significantly
degrade the system performance or even destabilize the NCSs. In the past few decades,
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the stability analysis and control synthesis of linear or nonlinear NCSs in the presence of
network-induced delays and/or data packet dropouts have attracted considerable research
interest and lots of important results have been reported in the literature, to name a few,
[2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13].
It is worth mentioning that, almost in all the literature mentioned above, it has been

implicitly assumed that all sensors, control components and actuators are in good work-
ing condition. However, due to the sensors or actuators aging, electromagnetic interfer-
ence, network congestion, external disturbance et al., sensor and/or actuator failures and
data distortion are usually unavoidable, which may degrade the system performance [14].
Therefore, it is important and meaningful to design a reliable controller against the sensor
and/or actuator failures and data distortion. Note that, in the past few years, in the case
of only considering the actuator failures, the reliable control problems have been exten-
sively investigated for a variety of complex dynamical systems. For example, the reliable
design problem for linear systems with actuator failures was investigated in [15]. In [16],
reliable control problem was studied for fuzzy dynamic systems with time-varying delay.
In [17], reliable robust H∞ fuzzy control problem for uncertain nonlinear systems with
Markovian jumping actuator faults has been investigated. [18] studied the reliable H∞
controller design problem for a class of uncertain linear systems with actuator failures.
Reliable guaranteed cost control problem with the actuator faults has been coped with in
[19]. Based on the switching method, hybrid output feedback controller design problem
has been addressed in [20] for an uncertain delay system with actuator failures. Moreover,
sensors break down as frequently as actuators, and sensor failures often bring serious and
even disastrous situations. In view of this, in most relevant literature, state estimation
problems have been put forward and then extensively studied for various systems with
sensor faults in [21, 22, 23, 24, 25, 26]. However, there is very few publications on reliable
H∞ control problem for various dynamical systems with sensor failures except for [27],
where reliable H∞ control against sensor failures was addressed for linear time-invariant
multiparameter singularly perturbed systems.
On the other hand, we notice that, in most existing literature concerning sensor failures,

a common assumption is that the measurement signal of the sensor is either completely
missing or is completely accessible, and all sensors have identical failure characteristics
[28]. Such an assumption, however, does have its limitation since it cannot cover some
practical cases such as that the sensor fails partly or the failure rate for each individual
sensor is different, see, e.g., [29]. Moreover, in comparison with the fruitful literature
available for robust reliable control problem for various systems with actuator failures,
there have been very few results published on reliable control problem for networked
systems with multiple sensors failures, not to mention the simultaneous consideration of
the multiple actuators failures and the H∞ performance analysis. Taken a step further,
although having considered multiple sensors failures in [21, 22, 23, 25, 26, 30], only robust
filtering problems have been studied for both continuous-time and discrete-time networked
systems. To the best of authors’ knowledge, the reliable robust H∞ control problem for
uncertain linear discrete-time NCSs with multiple probabilistic sensors and actuators
faults and network-induced delays has not been fully investigated, which constitutes the
main motivation of the present study.
In this paper, we aim to solve the problem of robust H∞ control for a class of uncertain

linear discrete-time NCSs with network-induced delays, stochastic faults of the multiple
sensors and actuators that are modeled by a set of random variables taking values in
[0, θ] (θ ≥ 1) and satisfying a certain probabilistic distribution. The main contribution
of this paper is twofold: (1) The problem of robust H∞ control for linear discrete-time
NCSs with parameter uncertainties and simultaneous consideration of the stochastic faults
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of the sensors and actuators have been addressed. Moreover, the failure rate for each
individual sensor/actuator satisfies individual probabilistic distribution; and (2) A set of
random variables is introduced to describe the case of the multiple probabilistic sensors
and/or actuators faults as well as the measurement distortion in a unified framework. The
objective of this paper is to design a reliable controller such that the closed-loop control
system is stable in the mean-square sense and preserves a guaranteed H∞ performance
index. Sufficient conditions are obtained for the existence of an admissible controller.
Finally, a numerical example is given to demonstrate the effectiveness of the proposed
design method.

The remainder of this paper is organized as follows. Section 2 formulates the problem
under consideration. H∞ performance analysis of the closed-loop control system is given
in Section 3. The problem of H∞ controller design is solved in Section 4. Based on Section
3 and Section 4, the problem of robust H∞ performance analysis and controller design is
solved. Section 5 gives an illustrative example and we conclude the paper in Section 6.

Notation: Rn denotes the n-dimensional Euclidean space, Rn×m is the set of real n ×
m matrices. Z+ is the set of positive integers. In×n denotes n-dimensional identity
matrix. The notation X > 0 (X < 0) for any X ∈ Rn×n means that the matrix X is
a real symmetric positive definite (negative definite). For a real matrix B and two real

symmetric matrices A and C of appropriate dimensions,

[
A ∗
B C

]
denotes a real symmetric

matrix, where ∗ denotes the entries implied by symmetry. diag{· · · } stands for a block-
diagonal matrix. The superscript “T” stands for matrix transposition. Let E{·} stand for
the mathematical expectation operator. Throughout this paper, if not explicitly stated,
matrices are assumed to have compatible dimensions.

2. Problem Statement and Preliminaries. In this paper, we consider the following
linear discrete-time system:

x(k + 1) = Ax(k) +Bu(k) +Bww(k) (1)

z(k) = Cx(k) +Du(k) (2)

x(0) = φ (3)

where x(k) ∈ Rn is the state vector, u(k) ∈ Rm is the control input, w(k) is an external
input, z(k) is the controlled output vector, φ ∈ Rn is the initial condition, A, B, Bw, C
and D are known matrices with appropriate dimensions.

Throughout this paper, we assume that system (1)-(5) is controlled through a network,
which consists of the following components: a nominal plant to be controlled, multiple
sensors and actuators, communication networks and a controller. Moreover, it is assumed
that the sampling data in the sensor node will take τsc(k) to reach the controller, and the
control signal will take τca(k) to reach the actuator. The sum of τsc(k)+ τca(k) is denoted
by dk satisfying 0 ≤ dk ≤ dM , where dM ∈ Z+.

Considering the effect of the network-induced delays (or network transmission delays)
from the sensor to controller and controller to actuator, a linear state feedback controller
can be described as

u(k) = Kx(k − dk) (4)

where K ∈ Rm×n is a feedback gain to be determined later.
However, due to various reasons such as sensor aging or sensor temporal failure, some-

times, all or part of the actual measured output of the sensors could be received by the
controller. In this case, (4) can be described by

u(k) = KΘ1x(k − dk) (5)
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where Θ1 = diag {θ11, θ12, · · · , θ1n} . For the random variables θ1i (i = 1, 2, . . . , n), we give
the following assumption.
A1: θ1i (i = 1, 2, . . . , n) are n unrelated random variables which are also unrelated with

w(k). θ1i has the probabilistic density function fi(si) (i = 1, 2, . . . , n) on the interval [0, θ]
with mathematical expectation µi and variance σ2

i , where θ is a given constant satisfying
θ ≥ 1.
Similarly, considering the stochastic faults of the actuator, all or part of the output of

the controller can be received by the actuators at one moment; hence, (5) can be further
rewritten as

u(k) = Θ2KΘ1x(k − dk) (6)

where Θ2 = diag {θ21, θ22, · · · , θ2m}, θ2j (j = 1, 2, . . . ,m) are random variables. Liking
A1, we make the following assumption about the random variables θ2j (j = 1, 2, . . . ,m).
A2: θ2j (j = 1, 2, . . . ,m) are m unrelated random variables which are also unrelated

with w(k). θ2j has the probabilistic density function gj(νj) (j = 1, 2, . . . ,m) on the interval
[0, θ] with mathematical expectation λj and variance δ2j , where θ is a given constant
satisfying θ ≥ 1.

Remark 2.1. It can be seen from (6) that the stochastic matrices Θ1 and Θ2 are introduced
to reflect the unreliable sensors and actuators, respectively. Generally speaking, different
sensor or actuator has different failure rate. Hence, it is more reasonable to assume
that the failure rate for each individual sensor or actuator satisfies individual probabilistic
distribution. The stochastic matrix Θ1 describes the the status of the whole sensors, and
the elements θ1i (i = 1, 2, . . . , n) of the random matrix Θ1 correspond to the status of the
ith sensor. Therefore, from A1, we know that, at one moment, if θ1i = 0 (i = 1, 2, . . . , n),
it indicates that the ith sensor fails completely or data missing in the sensor-to-controller
channel; if θ1i = 1, it means that the ith sensor is in good working condition, while if
θ1i ∈ (0, 1), it means that the ith sensor fails partly. When θ1i ∈ (1, θ), it means that the
measurement distortion with the case of the sensor output larger than the real measurement
at one moment. In addition, for a fixed i,

∑
fi(si) = 1. It can be seen that the widely

used Bernoulli distribution is included as a special case. Similar discussion can be applied
to the random variables νj (j = 1, 2, . . . ,m) in A2, and here it is omitted for simplicity.

Remark 2.2. Employing a Bernoulli random binary distributed white sequence to describe
the status of the sensor has been extensively studied in the literature such as [28, 31, 32,
33, 34, 35, 36, 37], in which a random variable δk taking values in {0, 1} is used to show
that the sensor fails completely for δk = 0 and works well for δk = 1. Very recently,
an minor extension is developed in [26], where a more general random variable δk taking
values in the interval [0, 1] was introduced. When δk ∈ (0, 1), it means the partial failure
of sensor. Subsequently, a big extension is proposed in [29, 30, 35], in which a set of new
random variables is employed to describe the status of multiple sensors and actuators with
different failure rates. However, in real systems, the measurement data may be transferred
through multiple sensors and actuators. When some of the sensors and/or actuators go
out of order, the actual measurement signal of sensors and/or actuators may be larger or
smaller than what it should be at one moment, which is called “measurement distortion”
as in [14]. The measurement distortion may degrade the system performance or even
destabilize the system. Therefore, it is necessary to take the measurement distortion into
consideration when studying the stability and performance of NCSs. In view of this, to
describe this situation, in this paper, like in [14], it is assumed that the random variables
θ1i (i = 1, 2, . . . , n) and θ2j (j = 1, 2, . . . ,m) can take values in the interval [0, θ] (θ ≥ 1).
In comparison with above-mentioned literatures, the main difference lies in: we employ
0 < θ1i < 1, 0 < θ2j < 1 and θ1i > 1, θ2j > 1 to represent the measurement distortion of
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the sensors and actuators. Obviously, our model can cover the case obtained in [35, 36, 37].
Furthermore, so far, there has been no research on the reliable robust H∞ control problem
for uncertain linear discrete-time NCSs in the presence of multiple sensors and actuators
with different stochastic failure rates, and the objective of this paper is therefore to shorten
such a gap.

Remark 2.3. From (6), it can be seen that, if the sensors and actuators are reliable, that
is, Θ1 = In×n, Θ2 = Im×m, then the controller u(k) = Θ2KΘ1x(k − dk) reduces to the
common case, i.e., u(k) = Kx(k − dk), which has been extensively studied in [2, 9].

Substituting (6) into (1) and (2) yield

x(k + 1) = Ax(k) +BΘ2KΘ1x(k − dk) + Bww(k) (7)

z(k) = Cx(k) +DΘ2KΘ1x(k − dk) (8)

In the following, for the sake of presentation simplicity, we denote Θ̄1 = E {Θ1}, Θ̂1 =

Θ1− Θ̄1, Θ̄2 = E {Θ2}, Θ̂2 = Θ2− Θ̄2. Then, according to Assumption 1 and Assumption
2, we have

Θ̄1 =
n∑

l=1

µlΘ
l
1, E

{
Θ̂1

}
= diag

0, 0, · · · , 0︸ ︷︷ ︸
n

 (9)

Θ̄2 =
m∑
s=1

λsΘ
s
2, E

{
Θ̂2

}
= diag

0, 0, · · · , 0︸ ︷︷ ︸
m

 (10)

where

Θl
1 = diag

0, 0, · · · , 0︸ ︷︷ ︸
l−1

, 1, 0, · · · , 0︸ ︷︷ ︸
n−l

 , Θs
2 = diag

0, 0, · · · , 0︸ ︷︷ ︸
s−1

, 1, 0, · · · , 0︸ ︷︷ ︸
m−s


According to the above analysis, we have the following systems to be investigated:

x(k + 1) = Ax(k) + BΘ̄2KΘ̄1x(k − dk) +BΠx(k − dk) +Bww(k) (11)

z(k) = Cx(k) +DΘ̄2KΘ̄1x(k − dk) +DΠx(k − dk) (12)

x(k) = φ(k), k = −dM ,−dM + 1, . . . , 0 (13)

where φ(k) is the initial condition of the state, and
∏

= Θ̂2KΘ̄1 + Θ̄2KΘ̂1 +BΘ̂2KΘ̂1.
Our objective in this paper is to develop techniques to deal with the robust reliable H∞

controller problem for discrete-time NCSs with probabilistic sensors and actuators faults,
measurement distortion, network-induced delay, and parameter uncertainties. For this
purpose, the following definition and Lemma are needed for the derivation of out main
results.

Definition 2.1. System (11)-(13) with a given K is said to be mean-square stable (MSS)
with an H∞ norm bound γ if the following two conditions hold: (1) System (11)-(13) with
w(k) = 0 if there exists a scalar c > 0 such that E {

∑∞
k=0 ‖x(k)‖2} ≤ c sup

−dM≤s≤0
E {‖φ(s)‖2}

and (2) Under the zero initial condition, the controlled output z(k) satisfies E{
∑∞

k=0

‖z(k)‖2} ≤ γ2E {
∑∞

k=0 ‖w(k)‖2}, where w(k) ∈ l2 [0,∞) = {w(k) | E{
∑∞

k=0 ‖w(k)‖2} <
∞}.

Lemma 2.1. [14] Ξ1,Ξ2 and Ω are matrices with appropriate dimensions, d(k) is function
of k and 0 ≤ dm ≤ d(k) ≤ dM , then the inequality (d(k)− dm) Ξ1 + (dM − d(k)) + Ω < 0
holds if and only if (dM − dm) Ξ1 + Ω < 0 and (dM − dm) Ξ2 + Ω < 0.
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3. H∞ Performance Analysis. In this section, we are concerned with the problem
of H∞ performance analysis. More specifically, assuming that the matrices A, B, Bw,
C, D and the feedback gain K are known, we shall study the conditions under which
the closed-loop system (11)-(13) achieves the H∞ performance γ. The following theorem
shows that the H∞ performance can be guaranteed if there exist some matrices satisfying
certain matrix inequalities. Note that this theorem will play an instrumental role in the
controller design problem.

Theorem 3.1. System (11)-(13) with a given K is MSS with a guaranteed H∞ perfor-
mance γ if there exist matrices P > 0, R > 0, Z > 0, Mj, Nj (j = 1, 2, 3) with appropriate
dimensions such that

Ω ∗ ∗ ∗ ∗ ∗
Γl
21 −Z ∗ ∗ ∗ ∗

Γ31 0 Γ33 ∗ ∗ ∗
Γ41 0 0 Γ44 ∗ ∗
Γ51 0 0 0 Γ55 ∗
C 0 0 0 0 −I

 < 0, l = 1, 2 (14)

where

Ω =


−P +R +M1 +MT

1 ∗ ∗ ∗
M2 −MT

1 +NT
1 −M2 +N2 −MT

2 +NT
2 ∗ ∗

M3 −NT
1 −M3 +N3 −NT

2 −R−N3 −NT
3 ∗

M4 −M4 +N4 −N4 −γ2I



Ā =
[
A− I BΘ̄2KΘ̄1 0 Bw

]
, Γ1

21 =
√
dMMT , Γ2

21 =
√
dMNT

Γ31 =

[
A√
dMĀ

]
, Γ33 =

[
−P−1 0

0 −Z−1

]
, Γ41 =

[
B̄√
dM B̄

]
, Γ44 =

[
P̂ 0

0 Ẑ

]

P̂ = diag

−P−1,−P−1, · · · ,−P−1︸ ︷︷ ︸
n×m

 , Ẑ = diag

−Z−1,−Z−1, · · · ,−Z−1︸ ︷︷ ︸
n×m


Γ51 =

[
ΥT

1 ΥT
2 · · · ΥT

n

]T
, Γ55 = diag

−I,−I, · · · ,−I︸ ︷︷ ︸
n×m

 ,

B̄T =
[
χT
1 χT

2 · · · χT
n

]
χT
l =

[
BT
l1 BT

l2 · · · BT
lm

]
, l = 1, 2, · · · , n

ΥT
l =

[
DT

l1 DT
l2 · · · DT

lm

]
, l = 1, 2, · · · , n

Bls =
[
0

√
∆lsBΘs

2KΘl
1 0 0

]
, s = 1, 2, . . . ,m

Dls =
[
0

√
∆lsDΘs

2KΘl
1 0 0

]
, s = 1, 2, . . . ,m

∆ls = µlδ
2
s + λsσ

2
l + σ2

l δ
2
s , C=

[
C DΘ̄2KΘ̄1 0 0

]
Proof: For technical convenience, we rewrite (11) and (12) as

x(k + 1) = Aξ(k) + Bx(k − dk) (15)

z(k) = Cξ(k) +Dx(k − dk) (16)
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where

ξ(k) =
[
xT (k) xT (k − dk) xT (k − dM) wT (k)

]T
A =

[
A BΘ̄2KΘ̄1 0 Bw

]
B = BΠ, D =DΠ

C =
[
C DΘ̄2KΘ̄1 0 0

]
and Π is defined in (11).

Construct a Lyapunov functional as V (k) =
∑3

n=1 Vn(k), where V1(k) = xT (k)Px(k),

V2(k) =
∑k−1

i=k−dM
xT (i)Rx(i), V3(k) =

∑−1
i=−dM

∑k−1
j=k+i y

T (j)Zy(j) with P > 0, R > 0,
Z > 0 and

y(k) = x(k + 1)− x(k) = Āξ(k) + Bx(k − dk) (17)

where Ā is defined in (14). Calculating the forward difference of V (k), we can obtain

∆V (k) =
3∑

n=1

∆Vn(k) (18)

where

∆V1(k) = ξT (k)ATPAξ(k) + E
{
xT (k − dk)BTPBx(k − dk)

}
− xT (k)Px(k)

∆V2(k) = E {V2(k + 1)− V2(k)} = xT (k)Rx(k)− xT (k − dM)Rx(k − dM) (19)

∆V3(k) = E {V3(k + 1)− V3(k)} = E

{
dMyT (k)Zy(k)−

k−1∑
i=k−dM

yT (i)Zy(i)

}
(20)

From (15), we have

E
{
xT (k − dk)BTPBx(k − dk)

}
=

n∑
l=1

m∑
s=1

∆lsx
T (k − dk)

(
BΘs

2KΘl
1

)T
P
(
BΘs

2KΘl
1

)
x(k − dk)

=
n∑

l=1

m∑
s=1

ξT (k)BT
lsPBlsξ(k) (21)

where Bls (l = 1, 2, . . . , n; s = 1, 2, . . . ,m) are defined in (14). Then following the similar
lines of [14], the rest of proof can be completed easily. Due to page consideration, it is
omitted here.

4. H∞ Controller Design. In this section, let us consider the stabilizing controller
design. As we know, if the stabilization condition is given in the form of LMI, a commonly
used approach to obtaining the feedback gain matrix is that by pre- and post multiplying
with a certain diagonal matrix, and then defining some new matrix variables such that
the new matrix variables are linearly related to the system matrices. Finally, the feedback
gain matrix can be obtained by using the obtained new matrix variables. However, the
condition given in Theorem 3.1 is a set of matrix inequality with some matrix inverse
constraints. Therefore, by experience, we know that the feedback gain K cannot be
directly obtained by the commonly used method. Specifically, just the term BΘ̄2KΘ̄1 in
Theorem 3.1 makes it difficult to design the feedback gain K, by pre- and post multiplying
BΘ̄2KΘ̄1 with a suitable invertible matrix X; then there exists a term XBΘ̄2KΘ̄1X,
obviously, it is a nonlinear term, of which the feedback gain matrix cannot be obtained
directly. To solve the feedback gain matrix effectively, defining new matrix variables
P̄ = P−1, Z̄ = Z−1, and then replacing P−1 and Z−1 in (14) with P̄ and Z̄, respectively,
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and the obtained condition is denoted by (14). Now, the following algorithm is suggested
to obtain the feedback gain matrix.
Algorithm (H∞ controller design): Given positive integer dM and a scalar γ > 0, let

N denote the maximum number of iterations allowed.
Step 1: Find a feasible set

{
P0, P̄0, Z0, Z̄0

}
satisfying (14) and[

P I
I P̄

]
≥ 0,

[
Z I
I Z̄

]
≥ 0 (22)

If there is no feasible solution, Exit. Otherwise, set k = 0.
Step 2: According to (14) and (22), solve the LMI problem:

mim tr
{
PkP̄ + P̄kP + ZkZ̄ + Z̄kZ

}
Step 3: Substituting the obtained matrix variables

{
P, P̄ , Z, Z̄

}
into the following ma-

trix inequality

P − P̄ > 0, Z − Z̄ > 0 (23)

If condition (23) is satisfied, then output the feedback gain K. Exit.
Step 4: If k > N , Exit. Otherwise, set k = k + 1 and go to Step 2.

Remark 4.1. Note that Theorem 3.1 provides an efficient way for H∞ performance anal-
ysis for deterministic systems. However, parameter uncertainties often exist in practical
applications. In fact, following the similar line as in [38], based on Theorem 3.1, the cor-
responding robust stability results and controller design can be obtained easily (including
the norm-bounded uncertainty and polytopic uncertainty), it is omitted here for simplicity.

Remark 4.2. As a byproduct, when we only consider the actuators failures, (11)-(13) is
described by

x(k + 1) = Âξ(k) +BΘ̂2Kx(k − dk) (24)

z(k) = Cx(k) +DΘ̂2Kx(k − dk)

x(k) = φ(k), k = −dM ,−dM + 1, . . . , 0

where ξ(k) is defined as in (15), Â=
[
A BΘ̄2K 0 Bw

]
, following a similar proof line

as in Theorem 3.1, the corresponding robust stability results and controller design can be
obtained easily, it is omitted here for simplicity.

Remark 4.3. It is worth mentioning that the results given in this paper are not seen in
the existing literatures. The main advantage of our approach is that we consider the proba-
bilistic sensors and actuators failures and data distortion simultaneously. This is different
from the existing works [20, 26, 35], which only consider the NCSs with either actuator
failures or sensor failures. Moreover, though the similar idea has been used in [29], only
the analysis and design of an observer-based feedback controller has been studied, and the
state feedback control design problem has not been discussed. Also, the measurement dis-
tortion has not been considered in [29]. Furthermore, the underling problem in this paper
does have been investigated in [14]; however, only the continuous-time networked systems
was involved; moreover, the control design method proposed in this paper is different from
that in [14].

5. Numerical Example. In this section, we will use an example to illustrate the use-
fulness of the controller design method developed in this paper.
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Example 5.1. Consider the following open-loop unstable system:

x(k + 1) =

[
0.7566 −0.0591
0.6149 1.1704

]
x(k) +

[
0.1126 0.4238
−0.2959 0.9067

]
u(k) +

[
−0.6522
0.1915

]
w(k) (25)

z(k) =
[
−1.1074 −0.6290

]
x(k) +

[
−0.3473 0.9067

]
u(k)

For this example, to illustrate the effectiveness of the theoretical results developed in
this paper, we can consider the following two cases:

Case 1: Assume that all the sensors and actuators have no faults, that is, they are reli-
able, in this case, the stochastic matrices Θ1 and Θ2 of system (11)-(13) have expectation
and variance

Θ̄1 =

[
1 0
0 1

]
, V1 =

[
0 0
0 0

]
, Θ̄2 =

[
1 0
0 1

]
, V2 =

[
0 0
0 0

]
respectively. Suppose dm = 0, dM = 2, the prescribed performance index γ∗ = 6.25.
Applying Theorem 3.1 and Algorithm, the state feedback gain matrix is given by

K =

[
−0.2326 0.3229
−0.1744 −0.1071

]
(26)

To illustrate the disturbance attenuation performance of the designed the reliable con-
troller, we now assume the zero initial condition and set the external disturbance w(k) ={

1, 10 ≤ k ≤ 30
0, otherwise

. In this case, the state responses of system (25) are depicted in Figure

1. By calculation, we obtain that ‖z(k)‖2 = 19.1512 and ‖w(k)‖2 = 4.5826, and therefore,
γ = 4.1791, which stays below the prescribed performance index γ∗ = 6.25.
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Figure 1. State responses when w(k) 6= 0

Case 2: Assume that the faults have been allowed to occur, simultaneously, in both
the sensors and actuators. In this case, suppose that the probabilistic density function of
the random variables θ11 and θ12 in [0, θ] (θ can be larger than 1) are described by

f1(s1) =


0.2, s1 = 0
0.6, s1 = 0.5
0, s1 = 1
0.2, s1 = 1.5

, f2(s2) =


0.1, s2 = 0
0.6, s2 = 0.5
0, s2 = 1
0.3, s2 = 2
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from which the expectations and variances can be easily calculated as µ1 = 0.75, µ2 = 0.9,
σ2
1 = 0.0375, σ2

2 = 0.54. In this case,

Θ̄1 =

[
0.75 0
0 0.9

]
, V1 =

[
0.1936 0

0 0.7348

]
(27)

Similarly, assume that the probabilistic density function of the random variables θ21 and
θ22 in [0, θ] (θ can be larger than 1) are given as

g1(υ1) =


0.3, υ1 = 0
0.5, υ1 = 0.5
0, υ1 = 1
0.2, υ1 = 1.2

, g2(υ2) =


0.3, υ2 = 0
0.4, υ2 = 0.5
0, υ2 = 1
0.3, υ2 = 1.1

from which the expectations and variances can be easily calculated as λ1 = 0.49, λ2 = 0.53,
δ21 = 0.1729, δ22 = 0.1821. In this case,

Θ̄2 =

[
0.49 0
0 0.53

]
, V2 =

[
0.4158 0

0 0.4267

]
(28)

Suppose dm = 0, dM = 2, and the prescribed performance index γ∗ = 4.25. Applying
Theorem 3.1 and Algorithm again, the reliable state feedback gain matrix can be obtained
as

K =

[
−0.3934 0.2632
−0.4346 −0.2331

]
(29)

Liking Case 1, to illustrate the disturbance attenuation performance, we choose the ini-
tial condition as x0 = φ(0) = [0, 0]T and the external disturbance w(k) as the same in
Case 1. Figure 2 shows the evolution of the state variables. It can be calculated that
‖z(k)‖2 = 15.4315 and ‖w(k)‖2 = 4.5826, and therefore, γ = 3.3674, which stays below
the prescribed performance index γ∗ = 4.25. Furthermore, from Figures 1 and 2, it can

0 20 40 60 80 100
−10

−8

−6

−4

−2

0

2

4

6

Time step (k)

S
ta

te
 r

es
po

ns
es

 w
ith

 u
nr

el
ia

bl
e 

se
ns

or
s 

an
d 

ac
tu

at
or

s

 

 
x

1
(k)

x
2
(k)

Figure 2. State responses when w(k) 6= 0

be seen that when there indeed exist the failures of sensors and actuators, although the
designed controller can guarantee the asymptotical stability of the considered system in
the mean-square sense, the dynamic performance, such as adjust time, overshoot and os-
cillating frequency is obviously worse than without taking into account the failures of the
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sensors and actuators. This demonstrates that the failures of sensors and/or actuators
will degrade the system performance.

6. Conclusions. In this paper, the problem of robust H∞ control problem has been
discussed for a class of uncertain linear discrete-time NCSs with stochastic sensors and
actuators failures and data distortion. The failures of the sensors and actuators are as-
sumed to happen in a random way, and the failure rate for each individual sensor/actuator
is governed by an individual random variable satisfying a certain probabilistic distribution
in the interval [0, θ] (θ ≥ 1). A sufficient condition for the existence of the reliable state
feedback controller to stabilize the closed-loop control system and achieve the prescribed
H∞ performance index has been given in the terms of the feasibility of recursive linear
matrix inequality. Simulation results have demonstrated the effectiveness of the proposed
design method.
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