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Abstract. Recent advances in biometric technologies coupled with the increased threats
in information security has proliferated the applications of biometric systems to safeguard information and its supporting processes, systems and infrastructures. This paper
discusses the technical issues and challenges faced by biometric technologies within the
physical and logical access control applications of information security. The discussion
includes concerns on the system performances with regard to robustness to the actual
operating environment and recognition capability of diﬀerent biometric traits. It also addresses various security threats which include spoofing and replay attacks. In addition,
this paper highlights the challenges in interoperability as well as needs for reliable testing
and reporting. The overall discussions provide imperative insights for an eﬀective tradeoﬀ and risk management analyses in information security policy and decision making.
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1. Introduction. Information security basically ensures the confidentiality, integrity and
availability of information. It essentially provides the necessary protection to information
and the supporting processes, systems and infrastructures from various forms of possible
threats and vulnerabilities. Both physical and logical access controls are amongst the imperative protection schemes in information security [1,2]. Physical access controls ensure
that only authorized personnel are provided access to buildings or rooms containing IT
infrastructures, documents filling, etc. On the other hand, logical access controls protect
the computers, network facilities and information systems from threats of unauthorized
access.
Physical and logical access controls are essentially based on user authentication whereby
an individual’s identity is verified through either one of the three following means [3-5]:
‘by something he knows’, ‘by something he has’ or ‘by something he is’ (or through combinations of any of the three means). Traditional approaches are basically based on the
first two methods. The former implies password authentication that can be forgotten,
guessed or cracked through dictionary or brute forced attacks [2,4], whereas the latter
involves the use of tokens as identifiers such as keys or smartcards for authentication purposes. Unfortunately, the second method is also at risk of being shared, lost, duplicated,
or stolen [4]. The emerging solution is based on biometric which is claimed to be more
reliable and more fool-proof [2,4] that relies on ‘something that you are’, to make personal
authentication.
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Biometric authentication is synonymous with the way human identifies one another.
In other words, biometric systems rely on measurable physiological or behavioural characteristics that can be utilised to identify or verify the identity of an individual [2-5].
Biometric systems establish a person’s identity based on pattern analyses carried out on
specific human traits [2,3]. Physiological-based biometric systems include fingerprints,
retina, iris, hand geometry, hand vein, ear shape and facial recognition systems. These
features are usually unalterable without causing trauma to individual. On the other hand,
behavioural biometric characteristics are traits that are learned or acquired, which later
stabilize over a period of time. Examples of behavioural-based biometric systems are voice
recognition, keystroke dynamics, signature verification and gait analysis.
Biometric systems were initially made available in the 1970s for law enforcement agencies to identify criminals through fingerprint recognition [6]. However, recent advances in
biometric technologies, coupled with the increased threats in information security, have
proliferated the applications of biometric systems into the physical and logical access
control domains [2-7]. Such applications have also been spurred due to cost reduction
of biometric capture devices [3,7]. Biometric market is projected to experience a steady
compound average growth rate (CAGR) of 22.3% reaching over USD9.36 billion in the
year 2014, whereby over 30% of which is for physical and logical access control applications [7]. These applications can be applied at various levels which include national
or corporate domain; besides, they can be incorporated within an individual customer’s
products. To illustrate, the Malaysian identity card known as ‘MyKad’ is a national initiative deployed by the government that incorporates fingerprint biometric to enhance its
function and eﬀectiveness [8]. Here, a person’s identity and citizenship can be verified
based on his fingerprint, which also prevents fraud and spoofing of national IDs. In addition, MyKad biometric authentication is also used at the automatic kiosk of Malaysia’s
Employees Provident Fund (EPF) and at the counter of other government agencies [8]
providing an authentication scheme to individual account holders. In the United States,
physical entrances into its nuclear power plants are only granted based on hand geometry
recognition [3]. In addition, iris scanning has also been deployed at its Oﬃce of Legislative
Counsel [3] to ensure the confidentiality of its files and documents. Examples of biometric
authentication which are incorporated within individual consumer products include login
into notebooks and smartphones that utilize low-cost sweep fingerprint sensors [6].
Diﬀerent biometric systems basically diﬀer in the underlying technologies, complexities
and performances [2,3]. Each biometric technology has its strengths as well as limitations.
It is often diﬃcult to find a biometric technology that satisfies all technical requirements.
Thus, a detailed study on the trade-oﬀ and risk management is imperative in information
security policy and decision making prior to and during the deployment of a biometric
system. The main objective of a trade-oﬀ analysis is to identify the requirements of the
access control applications; hence, assisting in identifying the right biometric solution.
On the other hand, the technical design and operational issues identified in the risk management analysis assist in defining additional or alternative security control for eﬀective
information security governance [9].
This paper provides a holistic view on the current technical issues and challenges regarding the use of biometric system. The prime aim of this paper is to assist in information
security policy and decision making, particularly in providing insights for information
security trade-oﬀ and risk management analyses. Most literature on information security
[65-70] mainly focuses on the legal, ethical and social concerns over biometric system deployment. Discussions on its technical aspects have been less reported; in fact, the few
that are available [6,26,29,30] are based on selected and focused issues which are not comprehensive. In this paper, a more structured state-of-the-art discussion is presented which
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covers technical concerns that are specifically linked to biometric performances aﬀected
by diﬀerent components that build up the system. One of the key findings includes the
dilemma over the adverse eﬀects of diﬀerent types of biometric user population particularly the ‘goats’, ‘wolves’, and ‘lambs’ on the system accuracy. In addition, this paper
reveals that both issues on the robustness of the system to variations in actual operating environment, as well as the security treats of spoofing and replay attacks remain the
prime technical concerns over biometric system deployment. This paper also emphasizes
on the need for reliable biometric system test reporting and assurance of product and
device interoperability.
Though biometric systems are deployed in a wide range of applications which include
surveillance, border control, criminal identification, forensic applications, etc. [3-7], this
paper focuses only on physical and logical access control applications which are linked to
information security measures. The organization of the rest of this paper is as follows.
Sections 2 and 3 provide an introduction to biometric system components and performance
measurements respectively. These chapters serve as backgrounds in understanding the
technical issues and concerns on biometric security, accuracy, interoperability, testing and
reporting which are deliberated in Sections 4-9. Discussions and conclusions are presented
in Sections 10 and 11 respectively.
2. Biometric Systems’ Components. A biometric system’s operation mainly involves
two phases, namely enrolment and recognition [3,5]. Both phases require the use of biometric sensors such as cameras, microphones, fingerprint scanners, and tablets. to capture
the specific biometric human traits from individuals and convert the input samples into
relevant digital format. Next, the salient features are extracted into biometric templates.
An optional pre-processing module may exist in between the two processes, particularly
to ‘clean’ the samples which may be subjected to various types of noise and interference,
and to prepare the samples into appropriate format for feature extraction. The biometric
templates are then stored in the databases as individuals’ references.
Biometric recognition often makes use of a comparator module which can be carried out
in two diﬀerent modes, namely user verification and user identification [3-5]. The former
performs authentication based on ‘are you who you claimed to be’ mode. This mainly
involves a straight forward ‘1 to 1’ comparison, whereby the final verdict is a binary ‘accept’ or ‘reject’ decision. The identifiers are usually in the form of user IDs or smartcards.
On the other hand, the latter performs an exhaustive ‘1 to many’ searches on the entire
user database to solve the ‘who are you’ question. The main aim of user identification is
to find the closest matching identity, if any exists. Biometric identification is often carried out in surveillance and forensics applications [3,4]. Both logical and physical access
control applications usually involve biometric verification mainly to provide for a positive
recognition that prevents multiple users using the same identity [5] and to avoid lengthy
searches time [2]. However, in the case of a small number of user population such as logical access control to notebooks and smartphones, an identification mode can be applied
without much degradation to the overall duration taken for system authentication and
performance measurements. Figure 1 illustrates the diﬀerent components of a biometric
system.
3. Biometric Performance Measurements. The performance measurements of a biometric system can be tied closely to its main phases and processes as defined in the
previous section. Jain et al. [4] has enlisted recognition accuracy under performance
measurement of a biometric system which includes False Reject Rate (FRR) and False
Accept Rate (FAR) [6,10]. FRR is also known as Type I error or False Non Match Rate
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Figure 1. The components of a biometric system
(FNMR) [2-5] which describes the likelihood that a legitimate user is rejected by the
system. On the other hand, FAR measures the probability that an impostor is accepted
by the system as a genuine user. FAR is sometimes referred in the literatures as Type II
error or False Match Rate (FMR) [2-5]. Both measurements of False Accept Rate (FAR)
and False Reject Rate (FRR) vary with the corresponding system recognition threshold at
the comparison module [4,5]. They are also related to each other where in general, if one
figure is improved, then the other deteriorates. Ideally, a biometric system should produce
zero values for both FAR and FRR, that is, it should be able to accept all genuine users
and reject all false claims of identity. However, the performance of current biometrics
technologies is still far from the ideal; hence, a trade-oﬀ is often necessary depending on
the access control requirements. The need and type of biometric solution can be determined through a thorough risk management analysis [3]. Diﬀerent applications require
diﬀerent levels of accuracy and tolerate diﬀerent types of errors [4]. For instance, a very
demanding authentication system such as a high security application, does not tolerate
any intruders, thus requiring low FAR. On the other hand, a biometric authentication
system embedded within a customer’s notebook may require low FRR which is more convenient to its user. National civilian applications would demand low FRR and low FAR
[4] in order to instil public trust and confidence with the deployed system.
In addition, ‘collectability’ has also been identified [4] as one of the important characteristics of a good biometric system. Since all biometric systems, regardless of the
underlying technologies, heavily depend on input devices which are subjected to operational constraints, there are occasions whereby the devices themselves may fail to capture
the necessary input samples of suﬃcient qualities. In such a situation, they may fall short
of the ‘collectability’ requirement which in turn hinder recognition. Hence, it is desirable
to measure the Failure to Acquire (FTA) Rate [10] which is also known in several biometric literatures [3-5] as Failure to Capture (FTC) Rate. FTA also reflects the convenience
aspect in using the biometric system which is an important consideration factor in product selection for information security planning. For example, a civilian application which
requires a high throughput often necessitates for a low value of FTA in order to avoid
unnecessary delay in authenticating an individual.
Apart from these, an ideal biometric system should satisfy the ‘universality’ requirement
[4], which essentially implies that it is usable to all or at least the majority of the users in
the population. Universality aspect of a biometric system is measured though the Failure
to Enrol (FTE) Rate. This figure indicates the cost eﬀectiveness of a biometric investment.
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A high value of FTE also highlights the need for alternative measures for access control
to cater for those users whom cannot be authenticated through the biometric system.
4. The Eﬀect of Biometric Menagerie on System Performance. Biometric menagerie was introduced in the late 1990s which recognize the division of user population into
several possible categories namely ‘goats’, ‘sheep’, ‘lambs’ and ‘wolves’ [11,12]. ‘Goats’
are basically a subset of users with high level of intra user variability within their genuine samples; conversely, ‘sheep’ encompass users with characteristics opposite to ‘goats’.
‘Lambs’ are users who are particularly vulnerable to impersonation and ‘wolves’ are individuals that are good at impersonating others. ‘Goats’ and ‘lambs’ are not the ideal group
of users since they result in a high level of False Reject Rate (FRR) and False Accept
Rate (FAR) respectively. Though a ‘wolf’ is not necessarily an enrolled user, the fact that
a biometric system is susceptible to spoofing indicates the possible negative implications
on the False Accept Rate (FAR).
It is somewhat imperative to understand such concepts of biometric menagerie particularly on their eﬀects on system performance of diﬀerent biometric technologies. For
example, recognition systems which are based on biometric data with a high level of ‘distinctiveness’ and ‘permanence’ [4] such as the iris and fingerprint patterns are unlikely
to be badly aﬀected by ‘goats’, ‘lambs’ and ‘wolves’. These physical traits are known for
their high level of uniqueness and stability whereby the iris patterns of both left and right
eyes and fingerprints of twins are not the same. Most importantly, they usually remain
consistent throughout the life time of the individuals [2,3].
However, the performance of a signature verification system may be adversely aﬀected
by ‘goats’, ‘lambs’ and ‘wolves’. Such a biometric system may not be feasible for writers
with highly inconsistent signatures [13]. Besides, there often exist a subset of writers
whose signatures are very simple and easy to be forged. This type of user population
may significantly degrade the performance of the system. Similarly, the facial recognition
system may be ineﬀective in diﬀerentiating identical twins.
In view of the above threats, a thorough risk management analysis must be carried out
prior to finalizing on the choice of biometric technology to be deployed particularly with
regard to the eﬀect of the biometric menagerie on the system performance. There are
scenarios whereby limited choices of biometric technologies are suitable for an application
such as access control through telephony services that only allow for a speaker verification
system in addition to password authentication [3,6]. In such cases, proper information
security policy and procedures should be defined in addressing the technical performance
limitations [3].
One of the extreme counter measures include identification and exclusion of ‘goats’
from the overall user population, and to provide them with an alternative access control
mechanism which is synonymous to the ‘sorting the sheep from the goats’ idiom [12].
‘Goats’ can be identified by analysing individual’s False Rejection Rate [13]. However,
since ‘universality’ is one of the key characteristic of a good biometric system, others have
proposed the use of multimodal biometrics with the aim of compensating each other’s
performance limitations with regard to the ‘goats’, ‘lambs’ and ‘wolves’ issue [4,12,14].
A multimodal biometrics that combines several biometric technologies is essentially
more resilient to spoofing as impersonation; however, it would require more eﬀorts and
more resources [4]. Biometric security concerns with regard to ‘wolves’ are further discussed in Section 6 on ‘liveness’ detection. There is also a hybrid approach that seeks a
trade-oﬀ between ‘goats’ exclusion and multimodal biometrics deployment [12].
In addition, to cater for biometric data with a low level of stability, accurate recognition
often necessitates a request for multiple input samples during enrolment [15] which may
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reduce the convenience aspects of the system. Thus, it would be ideal if the user’s reference
model are updated regularly [3] considering changes of biometrics data to due aging, health
issues, etc. It is most likely for these counter measures to incur extra costs that may not
reflect well in the cost-benefit analysis. Nevertheless, such investments are expected and
necessary, particularly when almost all information security technologies are subjected to
an escalating chain of cause and eﬀect issues.
5. Robustness of a Biometric System to Actual Operating Environment. Early
deployment of biometric access control applications fall short of the ‘robustness’ characteristic with regard to the actual performance in the target operating environment [6].
The high system performances claimed by biometric manufacturers were often diﬃcult
to be realized in actual operating environments [53]. One of the possible reasons for this
is that most test beds were conducted in controlled laboratory environments whereby
subjects were supervised to interact well with the recognition systems that were sited in
ideal environmental setups. Examples include a voice recognition system which worked
well with a quiet background, a facial recognition system that necessitated for a controlled
ambient lighting conditions, and subjects who were trained to clean and place their fingers
properly on the fingerprint scanners. However, such ideal conditions may not be available
in actual target operating environments because of several reasons [6].
First, it is often diﬃcult to enforce ideal human-machine interactions. Continuous
close supervision is costly and defeats the purpose of automatic authentication, whereas
instruction manuals are often neglected by users. Poor human-machine interactions may
unnecessarily aﬀect both Failure to Enrol (FTE) as well as Failure to Acquire (FTA)
rates. The system performance is further degraded when FTA is mistakenly identified as
False Reject Rate (FRR) [9]. New deployment of a biometric technology is similar to the
introduction of any other systems [16] whereby it will often take a while for the general
users to get accustomed to it. Thus, it is highly recommended that proper information
security policies and procedures are in place to ensure that biometric users are closely
guided in interacting with the system, particularly throughout enrolment and the initial
stage of recognition. This in turn may inculcate the ideal user conducts which are desirable in maintaining the accuracy and convenience aspect of using biometric systems.
However, such a scenario may only be eﬀective for biometric systems which are used
frequently by the users such as physical access control to work places which results in ‘habituated’ user population [16]. On the other hand, systems which are not frequently used
may necessitate regular user supervision and training. For example, automatic kiosks at
Malaysian Employee Provident Fund are incorporated with user-friendly GUI that guides
users step-by-step in using the biometric authentication system. Though the system takes
several minutes to process an individual user’s request, it saves cost by reducing expensive
human labour. Furthermore, it is still a faster information retrieval mechanism compared
to traditional manual verification carried out at the counter.
Apart from the issue of variability in user conducts, actual operational setups may also
contain a wide spectrum of possible ‘noises’ and interferences which makes extraction of
a salient set of features a diﬃcult task [2-4,6]. Such a condition may produce ambiguities
in biometric template that hinder accurate recognition. For example, dusts dropped on
optical fingerprint scanners may degrade the quality of the images resulting in a higher
Failure to Acquire (FTA) rate. Also, facial recognition systems that are based on conventional cameras are also badly aﬀected by problem of illumination. The communication
networks which are used in telephony services often introduce undesirable noises that
aﬀect the accuracy of voice verification systems.
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Early biometric system deployments were engineered with the focus of getting the system ‘workable’. However, the increased concerns over robustness of biometric systems
particularly with regard to the adverse actual operating environments has somewhat led
to the improvement in the system design through various research eﬀorts. These improvements are targeted at diﬀerent levels of biometric processes ranging from the capture device, pre-processing, feature extraction and matching algorithm. For example, infra-red
cameras are introduced in facial recognition in which images are not aﬀected by ambient
or incident lights [17]. In addition, a pre-processing module that performs illumination
normalization is proposed in similar applications which are more backward compatible
with the existing cameras [18]. Optimization eﬀorts on the feature extraction and modelling modules have produced high level of recognition accuracy on the legacy system
which is capable of handling a wide variation in pose, illumination and expression. A
recent work on facial recognition system has addressed the possibility of occlusions such
as those that wear sunglasses, and scarves by iteratively recovering the facial features.
In other domains such as in palm-print recognition, robust features have been introduced that are claimed to be invariant to diﬀerent hand translations and scanner rotations
[19]. Recent research work in hand geometry recognition has also demonstrated good performance despite using low quality images by optimizing both the image segmentation and
feature extraction modules [20]. In speaker recognition, a more robust feature estimation
mechanism has been proposed to maintain the accuracy rate under noisy environment
which can withstand up to 15dB of the signal to noise ratio [21]. Also, a multimodal
biometric approach is proposed recently in literature which compensates the limitation of
both face and finger veins recognition systems in discriminating images of low resolution.
Regardless of these improvements, the question remains as to what extent have the proposed techniques been integrated in commercial access control applications and whether
the improved systems have been tested using reliable data that reflects the actual target
operating environment. The first argument essentially refers to the technology transfer
rate taken to materialize the research design which may be aﬀected by other issues such as
feasibility, complexity, backward compatibility and additional costs incurred. The latter
is imperative since any test conducted in laboratories would usually inherit some level of
‘controlled’ properties, especially if the test is not conducted by a certified independent
third party. Issues on reliable biometric system testing and reporting are deliberated further in Section 8. Recent report by A. K. Jain et al. [6] highlighted that robustness to
various operating environment still remains one of the prime technical challenge for the
next biometric generation.
6. The Need for ‘Liveness’ Detection in Capture Devices. The elements of adversarial testing in biometric were initially neglected in the first biometric generation, except
for certain technologies such as in signature verification. To better understand this scenario, it is necessary to recapture the history of biometric systems themselves. The role of
human signatures in authentication has long been established even before the introduction
of biometric systems [22,23]. Since then, signature forgery is a vulnerability that remains
a forensic challenge particularly in establishing the authenticity of questioned documents
in courts [22,23]. Hence, when automatic signature verification system was introduced to
the market, it was only natural to test the system with forged signature samples of closed
resemblance in order to investigate its accuracy with regard to False Accept Rate (FAR).
Several signature databases are available for testing and reporting of skilled forgery detection, amongst which include Sigma [13] and GPDS [21]. In addition, there are also
research eﬀorts to automatically synthesize forged handwritten specimens [26] mainly to
overcome the limitation of naive forgers in producing reliable forgery samples.
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Similar adversaries-based test databases were hardly presented in evaluating the performance of other first generation biometric technologies such as those which are based on
fingerprint, hand geometry, face and iris scanning [6]. A possible explanation for this is
that unlike signature forgery which has long existed, spoofing methods to other types of
biometric technologies have just been recently introduced, hence the issue was overlooked.
The adversarial issue was probably compounded due to the assumptions those biometric
traits are highly unique and consistent across the user population, thus are supposed to
be fool-proof. This implies that spoofing eﬀorts are supposed to be diﬃcult, unlike human
signature counterparts which can be easily forged.
For other types of biometrics, most initial test procedures on the investigation of the
system’s False Accept Rate (FAR) were carried out based on ‘zero eﬀort’ attacks [2],
i.e., those that tend to compare the biometric samples of other legitimate users with
the claimed reference model. It was only after the initial deployment of the biometric
systems that the counter attacks using fake or dummy artefacts appeared. For example, Matsumoto et al. [27] successfully fooled several commercial fingerprints optical and
capacitive scanners by using moulded artificial fingers made from inexpensive gelatine.
In addition, Thalheim et al. [28] were able to outwit capacitive fingerprint scanner by
using simple breathing technique upon the fingerprint traces left on the sensor’s surface.
They also reported an almost 100% False Accept Rate (FAR) by dusting graphite over
platen residues and stretching an adhesive strip over latent prints with applied pressure,
a technique which was devised from the existing fingerprint forensic investigation. Their
eﬀorts to fool both face and iris recognition systems were also successful, just by using
static copies of iris and face captured images. Indeed early biometric systems were not as
secure as they were assumed to be, and worse still, they could be deceived easily through
simple spoofing techniques.
The cause of biometrics were further harmed with the adverse news in 2005 in Malaysia
when a man’s index finger was severed by carjackers in their attempt to disable the car’s
immobilizer which uses fingerprint verification [29]. This gives credence to the users’
anxiety over their safety with biometric systems. Since biometric market is projected to
experience a steady growth rate [7], it is of paramount importance to ensure the safety
of biometric users as well as to further secure the system from spoofing. In information
security access control applications, a successful spoofing attempt may result in an impostor gaining access to IT infrastructures, filing documents, user’s accounts, etc. that
risk confidentiality, integrity and availability of information.
There are now increased research eﬀorts in ‘liveness’ detection which aims at identifying
fake or ‘dead’ copies of biometric samples. Such detection can be incorporated either at
the data acquisition stage or at the pre-processing stage [30]. For example, Tan et al. [31]
explored the various imaging variability between a webcam’s captured facial images of
live human samples and photographs in order to improve static facial recognition system
against photo spoofing attempts. The proposed mechanism has the advantage of backward
compatibility with existing webcam-based capture devices and static facial recognition;
however, it may still be vulnerable under improved adversary photography techniques.
Others have opted for a dynamic approach instead in which authentication is based on
a sequence of captured images or video [32,33]. Here, the proposed ‘liveness’ detection
techniques include analysing the small involuntary movements of the face [32] as well as the
eye-blinking properties [33]. Recent advances in audio-video biometric include checking
the video lip movements in addition to the correlated audio-lip features in establishing
the identity of an individual [34].
Similarly, in the fingerprint recognition domain, there has been research in incorporating
the ‘liveness’ detection by analysing and exploiting diﬀerent characteristics inherent within
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live and fake fingerprint images [35,36]. For example, Jin et al. [35] proposed spectral
features of the ridges which are distinct between the two groups of samples. On the other
hand, Choi et al. [36] utilised pore spacing and residual noise features for dummy detection.
Both techniques are more compatible with existing systems in which authentication is
largely based on static images. In addition, there has also been a move towards dynamic
fingerprint recognition which is capable of extracting the skin elasticity information that
is not inherent in fake artefacts [37].
A diﬀerent approach at data acquisition level involves detection and analysis of the
blood flow which provides for live finger detection [38]. Such a technique necessitates
additional or diﬀerent input capture devices which can be costly for system migration.
However, for hand vein recognition system, it is easier and cheaper to incorporate similar
detection by further analysing the captured vein images for vital signs of ‘liveness’ such
as oxygen saturation and heart beat [39]. Recent advances in the research domain of iris
recognition have also resulted in passive and active anti-spoofing methods. The former
analysed the wavelength illumination reflection on the iris [40-42] whilst the latter studied
the dynamics of the pupil reacting to changes in the ambient lighting [41,42]. Many
researchers have opted for a hybrid approach that combines both methods for increased
security against impersonation [41,42].
Jain et al. [6] highlighted that ‘liveness’ detection remains a technical challenge for the
second generation of biometric systems many of which are still in the research domain
[6,30], while several early products with liveness detection have been defeated by advanced
spoofing attempts [28,43]. Toth [30] argued that amongst the trade-oﬀs include cost and
user’s convenience which may negate its actual implementation. Since security controls
often have limited life time [30] particularly with the rapid advancements in spoofing
methods, it is imperative that the research and development in this domain is proactive
and always be at the forefront of the technologies. Manufacturers should view spoofing
as a serious threat and make dedicated eﬀorts to incorporate suitable counter measures
in their products.
7. Security of Biometric Data within the System. A biometric system is basically a
digital system made up of vulnerable components such as capture devices, communication
channels and databases which are subjected to a wide spectrum of replay attempts and
other forms of adversary attacks. Once the biometric sample is captured in the access
control application, the digital biometric representation can be intercepted and misused to
provide for illegitimate authentication. Since biometric information describes a person,
it is unlikely to be reset or reproduced should it be compromised unlike passwords or
smartcards. Hence, the protection of the biometric data itself is of utmost importance, in
order to allay anxiety among users over the privacy of their biometrics data. Acceptance
of the system is also influenced by the security measures implemented on the biometric
data [5,6,44,47,48].
There are diﬀerent types of adversary attacks depending on the localization of the
occurrences, one of which includes attacks at the internal interfaces of a biometric system’s
modules which can be carried out via a jammer on the communication media [44] or via
eavesdropping snooping tools attached to the USB ports that connect capture devices
with the system [28]. An eﬀective counter measure to this vulnerability is to provide for
secure communications through encryptions. However, encryptions alone do not guarantee
protection against replay attacks; hence, it must be coupled together with other validation
methods such as time stamps [44] or challenge-response interactions [28,44].
Another biometric system vulnerability is related to possible attacks on the template
databases. There have been reports on the reconstruction of the original biometric data
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from the unprotected biometric template [45,46]. Nevertheless, research eﬀorts in developing robust and eﬀective biometric template protection schemes synonym to the passwords’ identity management counterparts have also increased [47-51]. On this note, the
ISO JTC1 subcommittee 27 has also issued a working draft on biometric template protecting scheme [52] which highlights several important aspects in its framework that includes
‘irreversible’, ‘unlinkable’ and ‘renewable’.
Securing a biometric template essentially involves encryption with irreversibility properties [44,47-52], making it diﬃcult for hackers to compute or deduce the original biometric
information from secure template. Another essential criterion for each generated biometric template is called ‘unlinkable’ which emphasizes on its uniqueness [44-48]. This is
important in order to increase security aspects particularly because the same biometric
characteristics may be used to identify an individual in diﬀerent applications. For example, assuming that the same scheme is applied for two diﬀerent fingerprint biometric
applications, one which grants physical access to a secure building where the biometric
template is stored on a smartcard, while another performs authentication with a centralized database that provides administrative privileges to an account. Should a hacker
manage to retrieve a legitimate biometric template from a stolen smartcard, he will not
be able to use this template to gain access to the user’s account, though both verifications
may be based on the same biometric index finger of the user.
The third criterion refers to the ‘renewable’ aspect, emphasizing on the ability to reproduce another template should the existing one be compromised [44,47,48-52]. ‘Renewable’
essentially requires for revocability property that would allow a biometric template to be
reissued in a similar manner that a lost or stolen smartcard is reproduced. This characteristic is also closely linked to the cancellable property which assists in the deactivation
of the compromised template without aﬀecting its new replacement [49-51].
Both ‘renewable’ and ‘unlinkable’ characteristics can be achieved through ‘salting’ techniques [44]. This is synonymous to the password protection approach that seeks to differentiate stored passwords belonging to diﬀerent users even if they coincidently tend to
choose the same combination of letters. ‘Salting’ basically adds random unique generated data known as ‘salt’ to the original information making it distinct from the others,
where such a process often takes place prior to encryption. In addition, ‘hashing’ method
is equally eﬀective [44,47,48] provided that a diﬀerent permutation is applied with each
template generation. Hashing is essentially an encryption technique that scrambles the
data based on permutation algorithm. Diﬀerent permutations ensure the uniqueness of
templates despite using the same input biometric data.
Others [44,51] have added the ‘performance’ criterion for a good protection scheme,
which basically describes the accuracy of the system with regard to both False Accept
Rate (FAR) and False Reject Rate (FRR). It is a technical challenge to design a protection
scheme which meets all the previously mentioned characteristics whilst maintaining the
same error rate. This is mainly due to the random attributes of encryption algorithms
that make accurate matching of protected template a diﬃcult task. This problem is
more prevalent in biometrics compared to the password counterparts [44,47-49]. Unlike
passwords which are of absolute nature, all biometrics suﬀer from some level of variability
[2,4] either due to the attributes of the biometric data itself, or due the variations which
occur during the capturing process of the biometric samples. Hence, care must be taken
in selecting the suitable encryption algorithm since some may amplify the small variations
inherent in an individual’s biometric data leading to a higher value of False Reject Rate
(FRR).
On the other hand, a loose protection scheme with a high level of tolerance to the
intra user variability may not possess the ideal ‘unlinkable’ property possibly resulting
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in an increased False Accept Rate (FAR). In addition, wide-scale applications may pose
greater challenges in the designs of encryption algorithms with distinct capabilities whilst
satisfying the performance requirements [44]. Matching using the original biometric templates that have been decrypted is more accurate; however, it is somewhat impractical. It
defeats the security purpose by leaving the original biometric template vulnerable within
the matching module [44].
8. Concerns over Biometric System Testing and Reporting. The test results on
biometric systems’ performance as reported by the manufacturers can be rather controversial. The results on the accuracy of the first generation biometrics are usually
overoptimistic which may not be realised in practice [53,54]. Early tests were often carried out by vendors and manufacturers themselves on a limited number of subjects under
controlled laboratory conditions. Most subjects were selected and trained to interact in
an ideal way with the devices; therefore, many errors such as unreadable, dirty thumbs or
thumbs which were placed wrongly on the scanners were not reflected in the test figures.
Several reports [53,54] have highlighted the concerns over a high level of Failure to Enrol
(FTE) exhibited in the early tested products. However, both FTE and Failure to Acquire
(FTA) rates which are amongst the two crucial parameters in information security policy
and decision making have been rarely reported by the manufacturers. Failure to do so
gives wrong impressions on the universality and convenience aspects of using the biometric systems that would cost organisations substantial financial loss due to ineﬀective
solutions.
There is also no validation on the results over tampering attempts which occur because
there is no proper control over the testing procedures. This leaves the results exposed
to manipulation by overzealous parties in marketing the products. Toth [30] highlighted
the importance of using a reliable independent testing mechanism in investigating the
eﬀectiveness of ‘liveness’ detections as claimed by the manufacturers. The testing results
run by independent third party must also be repeatable and accessible which should focus
not just on the system accuracy, but also on other performance characteristics such as on
operating speed and level of interoperability [55].
In order to provide independent views, government agencies of certain countries have
taken the necessary initiatives to launch national programmes on biometric product validation and verification. For example, the US National Institute of Standards and Technology (NIST) though the US Biometric Consortium has conducted a series of independent
test and evaluation on application of biometric-based personal identification technology
whereby the results were mostly made available to the general public [56]. NIST testing results are often used as references particularly for wide scale applications since the
systems are tested on large databases comprising up to millions of subjects.
Similar eﬀorts have been carried out in Europe with the foundation of BioTesting
Europe [55], an initiative funded by the European Commission to provide objective performance characteristics of biometrics products. In the UK itself, there are eﬀorts to
establish common ground rules on biometrics testing. In February 2000, the UK Government’s Biometric Working Group has published a document to guide best practices in the
testing of biometric devices. This is followed by a revised version released in 2002 [57].
According to this guide, there are three basic types of evaluation of biometrics systems
namely:
• technology evaluation
The goal of technology evaluation is to compare competing algorithms from a
single technology, where all tests will be carried out using an oﬄine-processing mode
on a standardised database collected by a universal sensor.
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• scenario evaluation
The goal of scenario evaluation is to determine the overall system performance
in a prototype or simulated application, where all tests will be carried out in an
environment that models a real world target application of interest.
• operational evaluation
The goal of operational evaluation is to determine the performance of a complete
biometric system in a specific application environment with a specific target population using online processing mode.
The Biometric Working Group itself has conducted a series of tests on a range of
commercial devices using its proposed standardised procedure. The results of the first
test were released in March 2001 [54]. The system performances are characterised in terms
of False Acceptance Rate (FAR), False Rejection Rate (FRR), Failure to Enrol (FTE)
Rate and Failure to Acquire (FTA) Rate. There is also independent testing of biometric
solutions run by biometric consultants such as the International Biometric Group [53]
which is based in the United States. Government agencies of other countries such as
Japan, Korea and China have also established similar testing programmes particularly on
their biometric products.
Due to the globalization of biometric market, there has been an increased need for
international standards on biometric. As a result, SC 37 subcommittee on Biometric was
formed in 2002 as part of the ISO/IEC joint technical committee. The subcommittee is
currently drafting the guidelines for testing methodologies on operational evaluation. A
standard [10] has also been published on grading and testing of biometric access control
applications which emphasizes on the importance of publishing the details of testing procedures, physical layout of test environment, demographic of test crew, performance results
and representative examples of the data set. Among other recommendations include that
the minimum crew size should be set to 200, crew members should be suﬃciently trained
during enrolment whilst the demographics of the crew shall be controlled in terms of
gender and age.
In the product selection process, it is of paramount importance to consider solutions
which meet the operational requirements that include system performance with regard
to FTE, FTA, FAR and FRR as well as other characteristics such as throughput, and
database capacity. It is also imperative to validate the testing results claimed by the
manufacturers and vendors. A simpler means to this eﬀect is to test results verification
against those that have been carried out by independent third parties, or based on the
testing conformance to established standards. However, the former is currently limited
to well-known products available mostly in the west, whilst the ISO standards have just
been released and may not have been applied in the early product testing.
9. Assurance of Interoperability. An ideal biometric-based authentication system
must also ensure interoperability across diﬀerent platforms and devices which can be
achieved through conformance to biometric standards [6]. Early deployment of biometrics systems with mainstream PC technology was problematic due to lack of standards.
However, nowadays standards have become business strategies. Conformance to standards
creates new markets and increases competitiveness of biometric products. Currently, there
is an increased activity of biometrics industry standards and related activities to support
the expansion of the marketplace for biometric. Standards assure the availability of multiple sources for comparable products which prevent the sole source lock-in by vendors.
Standards also reflect the maturity of biometrics technologies which have advanced rapidly
since the early 1990s.
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The purpose of a standard is to allow for interchange capability and interoperability;
thus, reducing risk to the clients for future upgrades and expansions [6,58]. The proposal of standards through creation of common Application Program Interfaces (APIs)
allows for software interactions independent of products from diﬀerent vendors. This in
turn provides modularity which assists in easy substitution of biometrics technologies,
simple integration of multiple biometrics using the same interface and rapid extension of
biometrics across multiple extensions. In addition, APIs also allow biometrics software
developers to write programs without even selecting the particular biometrics devices that
they are going to use.
Early biometric standards include Human Authentication API (HA-API) [59] which
provides a generalized interface between biometrics applications and the technologies.
HA-API was initially developed for the guidelines of US Department of Defence (DoD);
nevertheless, it has now been made available to the public. Another API is Biometric
Authentication API (BAAPI) developed by True Touch Technologies [60]. In principle,
both BAAPI and HA-API serve the same objectives; however, BAAPI provides for additional Biometric Hardware Abstraction Layer. A new set of Data Link Layers (DLLs) is
proposed in BAAPI that hides the actual device dependent calls. This in turn, assists in
the software development process by eliminating the needs to specify the device during
the design of the application. In addition to generic biometric API, there is also Speaker
Verification API (SVAPI) developed under the sponsorship of Novell Corporation which
is more biometrics type-specific [57].
The wide variety of biometrics methods, devices, algorithms and applications has led
to diﬀerent views on the best standard architecture. In 1998, a number of separate
application level initiatives were brought together in the US BioAPI Consortium. This
organization includes diﬀerent biometrics companies, integrators and user communities.
It has released two versions of the BioAPI which include ‘best of breed’ features from
HA-API, and BAPI. The former version which is BioAPI 1.1 is developed for the US
National Institute of Standards and Technology (NIST). The latter version (i.e., BioAPI
2.0) is developed for the International Organization for Standardization (ISO).
In January 2001, the collaboration between US National Institute of Standards and
Technology (NIST) and US Biometric Consortium published a standardised format for
exchange of biometrics data [64] called Common Biometric Exchange File Format (CBEFF). It describes a set of data elements necessary to support biometrics technologies
which is independent of application.
With the establishment of ISO/IEC subcommittee 37 (i.e., SC37) on Biometrics under
Joint Technical Committee 1 (i.e., JTC1) in 2002, new standards are under development,
several have been published whereby a couple are based on BioAPI and CBEFF [58]. The
SC37 is divided into six working groups (WG) addressing diﬀerent aspects as follows:
• biometric vocabulary (WG1)
• data exchange infrastructure and application programming interface (WG2)
• data interchange formats (WG3)
• related applications profiles (WG4)
• performance evaluation (WG5)
• cross-jurisdictional and societal aspects (WG6).
The combination of work by all the working groups provides a holistic standardization
approach to biometric systems.
10. Discussions. Physical and logical access controls are amongst the most important
protection schemes in information security. Traditional approaches to access controls
include smartcard and password authentication. However, with the increased threats
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on information security, there has been increased need for biometric-based authentication
systems. Such applications have also been spurred by the advances in biometric technology
coupled with the cost reduction of biometric capture devices.
Despite various claims on increased security provided by the biometric based authentication system, current technologies are still beset with limitations particularly in terms
of robustness with regard to the variations in the actual operating environment. Like any
other control measures, biometric systems are also subjected to an escalating chain of
cause and eﬀect issues. The deployment of biometric system has led to the proliferation
of new spoofing techniques using fake or dead artefacts, which calls for incorporation of
‘liveness’ detection in biometric system. New techniques and algorithms have been proposed to overcome both limitations; however, they are largely in research domain and are
mostly not available commercially. The proposed spoofing countermeasures and robust
optimization approaches often incur additional costs whereby some may even aﬀect user
convenience which hinder their implementations.
Security of biometric data within the system is also a big concern. Like any other
digital systems, biometric information of an individual can be intercepted and reused in
illegitimate authentication attempts. Hence, it is necessary to ensure that both the communication channels and biometric templates are secure, which can be achieved through
encryption techniques. Proper design of biometric template protection scheme also enables a compromised template to be revoked and replaced, which will increase public
confidence and acceptance of the system.
Diﬀerent biometric systems diﬀer in the underlying technologies, complexities and performances. Each biometric technology has its own strengths and limitations. Several
technologies may be adversely aﬀected by the user group of ‘goats’, ‘lambs’ and ‘wolves’
of biometric menagerie. This in turn may aﬀect the system’s False Reject Rate (FRR)
and False Accept Rate (FAR) respectively resulting in ineﬀective access control solutions.
There is also no ideal biometric system which meets all the performance criteria; thus, a
trade-oﬀ between FRR and FAR is often sought based on the security needs. A detailed
study on the risk management, which takes into consideration the eﬀect of biometric
menagerie on diﬀerent technologies, is imperative in specifying the requirements of the
access control application and identifying the right biometric solution.
Apart from FAR and FRR, it is important to clarify the Failure to Enrol (FTE) and
Failure to Acquire (FTA) rates as it reflects the universality and the convenience aspects of
using the system respectively. A high value of FTE also highlights the need for alternative
measures for access control to cater for those users who cannot be authenticated through
the biometric system.
In biometric product selection process, it is important to validate the performance
claimed by the manufacturers and vendors. A recommended step to this eﬀect is to validate the claimed testing results against those that have been carried out by independent
third parties. An organization should also prioritise products that conform to established
standards such as those produced by the ISO/IEC JTC1 SC37 as they ensure interoperability across diﬀerent devices and platforms. This consideration is important to facilitate
the upgrading process and mitigate the risk of obsolescent.
11. Conclusions. This paper presents a holistic view on current technical issues and
challenges of biometric systems as physical and logical access control tools in information
security. Each topic is discussed in terms of the eﬀects on various biometric system
performances which are deliberated across individual sub-components of biometric system
architecture. Amongst the identified issues include (1) the eﬀects of biometric menagerie
(2) robustness of the system to actual operating environment (3) the need for ‘liveness’
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detection (4) security of biometric data within the system (5) concerns over biometric
system testing and reporting and (6) assurance of interoperability. These issues can
be used as guidelines by the industries with regard to information security policy and
decision making. In the future, as the target access control user population increases, we
foresee the need for scalable biometric authentication. In addition, biometric-based access
control applications may necessitate for ambient intelligence whereby authentication can
be carried out on the fly without the need for active user participation. In short, both
aspects remain as two technical issues to be studied and addressed in our future work.
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